The Role of AI in the
Disinformation Landscape

BENEDMO

Project

Project number:

101158277

Project name:

BENEDMO: Flemish-Dutch
collaboration to monitor,
study and fight the spread of
disinformation in the
Dutch-language Tegion

Project acronym: BENEDMO
Deliverable
Deliverable number: D4 .3

Deliverable name:

White paper demonstrating the
contribution of emerging
technologies to the effects
of disinformation

Name Author:

Teresa Weikmann et al.

Affiliation:

University of Amsterdam

Name rteviewer:

Guy De Pauw & Brahim Zarouali

Affiliation:

Textgain & University of
Leuven

Co-funded by
the European Union




BENEDMO

Disclaimer

Co-funded by the European Union. Views and opinions expressed are however those of the
author(s) only and do not necessarily reflect those of the European Union or the European
Health and Digital Executive Agency (HADEA). Neither the European Union nor the granting
authority can be held responsible for them.

S Co-funded by
L the European Union




BENEDMO

Inhoudsopgave

The Role of Al in the Disinformation Landscape - Insights from the BENEDMO Research Lab

and Beyond 4
What is the role of Al in disinformation? 5
The effectiveness of counterstrategies 8

Pre-bunking literacy interventions 8
De-bunking, fact-checking and labelling 10
Insights from the BENEDMO consortium 12

S Co-funded by
L the European Union




BENEDMO

The Role of AI in the
Disinformation Landscape -
Insights from the BENEDMO Research
Lab and Beyond

Teresa Weikmann, Michael Hameleers, Marina Tulin &
Claes de Vreese

Executive summary:

Concerns about the widespread application of Artificial Intelligence (Al) in the generation
of deceptive information and its amplification on social media are widespread. At the
same time, however, we currently lack systematic insights into its prevalence, effects, and
counterstrategies (Farooq & de Vreese, 2026). Hence, although the alarm on deepfakes and
Al-powered disinformation rings loudly in policy, media, and social discourse (WEF, 2025),
current studies on the effects of Al-disinformation do not suggest that deepfakes are more
powerful or deceptive than other modes of disinformation (Barari et al., 2021;
Weikmann et al., 2025a). Yet, the scope of existing research is limited or preliminary, and
may fail to keep up with the fast pace in which generative Al is developing and
democratizing. Even more so, mapping short-term effects after exposure may not fully
grasp the wider consequences that generative Al has for society, organizations, and the
status of truth and authenticity more generally. Drawing on the efforts and outcomes of
the Dutch-Flemish hub of the Digital Media Observatory (BENEDMO), we lay out the
consequences of Al in disinformation and showcase evidence in the effectiveness of
counter-responses, such as the labelling of generative Al on social media, and
fact-checking interventions. We further offer a practical perspective by including the views
of practitioners that professionally deal with disinformation and verification: What kind of
challenges do they identify regarding the role of Al in the disinformation ecosystem? What
are their needs to counter or prevent negative consequences of disinformationin a
changing technological context?

This white paper proceeds in the following ways. First, we review the state-of-the-art of
research on the prevalence and effects of Al-generated and amplified disinformation.
Second, drawing on original findings from the BENEDMO research lab, we critically
discuss the evidence for the effectiveness of counterstrategies and preventative measures
that shield society from the potential harms of Al-generated disinformation, including
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from our own research. Third, we offer an expert perspective on the role of Al in

verification ecosystems, including the potential barriers experienced by practitioners in
analyzing and refuting Al-generated disinformation. Together, these three steps aim to
offer a comprehensive overview of how Al has evolved the disinformation ecosystem, and
a forward-looking perspective on potential trends and developments that we should
consider in the rapid enrollment and embedding of Al in the processing, consumption, and
generation of digital information flows.

What is the role of Al in disinformation?
We adopt a wide definition of Al-powered disinformation. In line with von Sikorski and
Hameleers (2025), we regard the influence of Al on disinformation across different levels,
including the technological advancements used to generate, manipulate, or fabricate
synthetic media, and the ways in which disinformation is amplified or disseminated
through different online sources. We therefore adopt the following definition throughout
this paper:
Al-powered disinformation concerns the application of Al in the generation,
alteration, dissemination, or manipulation of intentionally false information, which
includes deceptive visual content (i.e., videos and images), speech, or textual
information.
Such disinformation is created or disseminated to advance political, financial, personal,
ideological, or any other strategic aims of the creator or disseminator. Al-powered
disinformation can come in various shapes and forms: It can, among other things, include
the generation of synthetic videos to impersonate known political figures (Hameleers et
al., 2026), the creation of fake news articles (Tulin et al., 2025), the generation of false
images for social media posts (Weikmann et al., n.d. a), use of bots and trolls to push
inauthentic content (e.g., Starbird et al., 2023), or manipulated audio messages used in the
context of corporate fraud. Here, we would like to stress that the field on gen-Al is moving
at an extremely rapid pace, and that academic research is therefore not always up to date.
In line with this, the evidence of academic papers presented here is often based on work
that is under review and not yet published. Therefore, some conclusions we draw are
preliminary and (as the playing field of Al advances) in need of constant updating.
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Figure 1. Recent articles by Dutch fact-checkers Nieuwscheckers on the use of Al

To date, academic research on the share of Al-generated content in the disinformation
landscape is scarce. The limited evidence available suggests that - at least in the early
2020s - Al-generated content is scarce (Brennen et al., 2021; Hameleers, 2025;
Weikmann & Lecheler, 2023; Yang et al., 2023). Visual disinformation at this stage
mainly consists of decontextualized visuals in which authentic footage is taken from a
different context, location, or timeframe to alter its suggested interpretation (Hameleers,
2025). Yet, it is crucial to stress that the literature may not be up to date with the latest
advancements in generative Al, which have democratized the use of Al in deceptive
contexts, allowing anyone with an internet connection to generate and disseminate
deceptive content through social media. The embedding of Grok, Claude, ChatGPT, and
other related applications in people’s everyday communication tools have made it easier
and more acceptable to use Al in social media posting. Although this may not always be
done by powerful actors with the intention to cause harm, it can also be used by citizens in
interpersonal communication (i.e., group chats in WhatsApp) to attack or harm targeted
individuals. Revenge porn and other forms of cyber-bullying can be made increasingly
more credible and harmful with the use of Al. In a political context, authentic opinion
leaders, social media influencers, and bots and trolls may rely on Al to generate deceptive
political content to attack the opposed camp, or to legitimize counter-factual claims on
reality. Although the use of bots and trolls has been well-documented in the context of
disinformation and propaganda (e.g., Starbird et al., 2023; DiResta & Goldstein, 2025), Al
offers unprecedented options to automize the generation of deceptive content by fake and
inauthentic social media accounts. Thus, beyond troll factories in which real paid workers
are hired to push false political narratives, the process of information influence campaigns
can be upscaled and amplified by automating the process of undermining content.
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In the Dutch context, the CampAlgn Tracker (Votta & Kruschinski, 2025) offers a leading
example of an attempt to capture the use of generative Al for political goals. The latest
tracker is based on all posts on selected social media (i.e., Facebook, Instagram, TikTok,
and X) from political parties and candidates who ran for the Dutch parliamentary elections
2025, as well as selected influencers and commentators. Results show an increasingly
higher prevalence of Al-generated images in the month leading up to the Dutch
parliamentary elections, specifically by far-right political actors. In terms of content, the
Al-generated images appear to speak to existing animosities around migration and the
loss of Dutch traditions, which was the main campaign topic of far-right political parties in
the last election. Prominent Al-generated images depicting Geert Wilders (leader of the
largest far-right party) seemed to be circulated with the goal of speaking to the
imagination of a strong leader who will shield the people from the threats of migration. In
the context of this example, it should be noted that the line between deceptive or harmful
information versus disinformation is thin and complex. Hence, although the use of Al in
campaign messages involves the (often undisclosed) use of generative Al to create
synthetic media, the messages themselves are not always pushing clearly false factual
claims. Often, they reflect negative campaigning and satire to mock the opponent or
emphasize the strength of the in-group. This also has ramifications for interventions:
Fact-checking the statements themselves may not be worthwhile, whereas emphasizing
the use of Al and the strategies behind political campaigning can be a more viable path.
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Figure 2. Al imagery monitored via Votta & Kruschinski’s (2025) CampAlgnTracker
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The increased presence of Al-generated content, especially during election times, is also

mirrored in citizens’ perceptions of the prevalence of disinformation. Farooq et al. (2025)
found that in the context of the most recent European parliament elections, citizens in the
Netherlands, Germany and Poland reported to be concerned about the misuse of
generative Al. They indicated to encounter Al-generated content monthly, especially
leading up to the elections and right after, and they estimated that almost 30% of the
Al-generated content they see can be classified as disinformation, meaning that it is was
deliberately deceiving. Yet, again, it can be questioned whether such content encountered
in election times would fit stricter definitions stressing false content and inaccurate factual
claims as being central to disinformation.

Effect studies on Al-generated disinformation have mostly focused on the effects of
deepfakes compared to other modes of disinformation (e.g., Barari et al., 2025; Hameleers
et al., 2026; Weikmann et al., 2025a). These studies consistently indicate that deepfake
videos are not substantially more credible or persuasive compared to other forms of
disinformation (Barari et al., 2025). Yet, in some cases, deepfakes have stronger effects on
the delegitimization of political actors or worldviews (e.g., Dobber et al., 2020). Yet, it
should be emphasized that the data collection of various recent research projects is based
on Al that is already outdated and did not take into account the full potential that new
tools of generative Al bring to the table. Especially the democratization of tools embedded
on social media which are freely available to users (i.e., Grok, ChatGPT) can increase the
use of generative Al in disinformation, and have longer-term consequences on people’s
perceptions of authenticity and legitimacy. If anyone can use Al tools to generate realistic
but fake media from scratch, this may impact the value and status of (visual) evidence.
Hence, beyond the direct impact of deepfakes on measured credibility or authenticity, the
presence of generative Al on social media may result in the declined trust in authentic
visuals, or increased relativism toward the value of evidence in general (Tulin et al., 2025;
Weikmann et al., 2025b). People may have come to accept that Al tools are widespread
and easy to use for everyone. When they come across visual content that causes suspicion
in some shape or form (i.e., because of glitches or deviations from existing beliefs), they
may be likely to associate it with Al. This also works the other way around: In times of
increased epistemic uncertainty and factual relativism, Al-generated content that does not
cause suspicion as it reassures existing beliefs may be deemed authentic.

Overall, observational evidence and the work of fact-checkers and investigative journalism
shows that the use of Al is a new reality in the disinformation ecosystem, and a
growing challenge for the experts working on it (Wouters et al., 2026). In high-stakes
election periods, we observe that disinformation created with generative Al is a new reality
(e.g., deCheckers, 2026; Nieuwscheckers, 2025), whereas academic research has not yet
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sufficiently studied these dynamics, and the effects that the democratization of Al has on

longer term trust in evidence, and the overall status of facts, truths, and visual proof.

Here, we also note the harms of so-called abliterated LLMs. These are versions of existing
open-source models that have their guard rails removed and will no longer refuse to
generate specific types of content. Since these models open-source, they can be run
locally, further removing any type of accountability. When refusal behavior is removed
from LLMs, they may generate unethical, hate-driven, and illegal content at the disposal of
malicious communicators.

The effectiveness of counterstrategies

In this section, we review existing research and knowledge on the effectiveness of
correcting Al-powered disinformation. We generally discern between two different
approaches: (1) pre-bunking literacy initiatives that aim to make audiences more resilient
to disinformation by teaching them how to detect Al-generated content; (2) fact-checking
or debunking interventions that flag Al in disinformation contexts, including policy or
regulatory approaches such as labelling or watermarking.

Pre-bunking literacy interventions

With regards to this first route of instilling resilience before people encounter Al-powered
disinformation, there is only a limited amount of empirical evidence on how literacy
interventions may be applied to the new context of Al. Outside the context of Al, media
literacy interventions are found to be successful in helping people to detect deception and
misinformation (Hameleers, 2022; Lu et al., 2024; Li et al., 2025). However, existing work
has mostly focused on text-based mis- or disinformation, while Al-powered disinformation
and deepfakes that contain seemingly realistic visual disinformation have received more
scholarly attention only recently (e.g., von Sikorski & Hameleers, 2025). Yet, despite the
visual and Al-driven reality of contemporary disinformation settings, systematic studies
that test the real-life effectiveness of interventions in the context of Al-powered
disinformation are relatively scarce.

In support of the potential of pre-bunking literacy interventions in this Al-driven context,
Huang and Hu (2025) show that different media literacy interventions presented before
showing deepfake videos enhanced people’s ability to detect deepfakes. These
interventions also improved self-perceived Al literacy. Hwang et al. (2021) also show that
including a literacy intervention reduced the negative impact of exposure to deepfake
videos. Deng and Ahmed (2025) report findings that are equally optimistic: Based on
survey data, they conclude that higher levels of media literacy can shield people from
engaging with deepfakes. In contrast, Tulin et al. (2025) found that an Al literacy
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intervention that teaches about the capabilities of generative Al for the creation of

disinformation (e.g., fake news articles) resulted in mixed effects. While it increased
citizens’ ability to successfully detect fake news articles as fake, it did not improve their
overall discernment, such that they also incorrectly classified genuine news articles as
fake. In optional responses to an open question about what respondents thought of the
intervention, the majority reported a version of feeling “scared”, that they do not know
“what to believe anymore” and that “anything can be fake.”

This brings us to an even more substantial point that is also raised in the general literature
on inoculation or pre-bunking messages. Inoculation has been coined as an effective
intervention for preventing the harms of mis- and disinformation as it exposes people to a
small dose of the threatening information (i.e., a short deepfake fragment) after which
people are offered the tools to recognize and counter such content themselves
(Roozenbeek & van der Linden, 2019). Although these interventions are found to be
effective in reducing the harm of disinformation by increasing detection skills, they may
also come at a cost: They emphasize the risk of being deceived online and offer only a
limited and non-exhaustive set of suggestions that may adequately point people to some
forms of disinformation, whereas they may not help people to detect more nuanced and
complex forms of deception. Even more so, and potentially more worrisome, people may
also wrongly apply their critical mindset to information that resembles disinformation in
some respects, whilst being honest and accurate information (also see Hoes et al., 2024).
As case in point, people were first taught that a wrong number of fingers or a clock that
would always be set at the same time would suggest “fingerprints” of Al. Yet, later
iterations of Al developments have fixed these glitches, which may mean that people look
for indicators that are no longer part of more advanced Al applications. At the same time,
when an authentic video or image shows a clock at the same time or has irregularities
around the hands of a depicted person due to perspective or irregularities in the image,
people may wrongly associate such content with Al-powered disinformation.

De-bunking, fact-checking and labelling

Next to warning people up front, Al-powered disinformation can also be corrected and
refuted after its spread. In general, research on fact-checking interventions has been
hopeful: Exposure to corrective information that factually refutes false statements of
disinformation lowers the credibility of falsehoods across the board (Walter et al., 2020).
Yet, there are also barriers in place that may prevent people from selecting or accepting
corrective information - which mostly relates to confirmation biases (e.g., Hameleers &
van der Meer, 2020; Thorson, 2016). In other words, again situated in high choice
information ecologies, people may in real life avoid fact-checking information, or only
selectively attend to corrective information that reassures their existing beliefs.
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In the field of Al-powered disinformation, the task of correcting disinformation becomes

even more complicated. The ease and speed with which such content can be created
enables an increasing variety in depictions and narratives, especially when it comes to
visuals. This trend further complicates mitigation efforts and creates an especially
demanding environment for professionals seeking to correct and fact-check hyper-realistic
falsehoods. As content becomes more varied, it is no longer sufficient to debunk individual
false images or claims; interventions must instead be able to broadly reduce the perceived
credibility of Al-generated visual disinformation across a wide range of content and
contexts. This becomes especially complicated in a social media environment, where
Al-generated images regularly find traction. Here, mitigating efforts often constitute
one-size-fits-all solutions, such as watermarking Al-generated content (Weikmann et al.,
n.d. a).

In a series of recent experiments, the BENEDMO lab tested the effectiveness of currently
available platform interventions against Al-powered disinformation, hereby focusing on
the Dutch context. Specifically, our goal was to understand whether content moderation
efforts such as Al-labels/watermarks, fact-check labels or community notes would be able
to reduce the overall credibility of Al-powered disinformation posts, or lower the extent to
which Dutch citizens would believe in the false claim portrayed. Overall, our results
suggest that interventions are largely ineffective. We tested these labels across a variety of
false claims, either pertaining to disinformation about immigration or the consequences of
climate change in the Netherlands, which were all considered moderately credible
regardless of which label was applied. However, community notes achieved a reduction in
belief in false claims about immigration, when isolating responses to this topic, suggesting
the promise of citizen-based approaches. Yet, in a second experiment (Weikmann et al.,
n.d. b), we find that direct interventions by fact-checkers, that is, fact-checkers directly
commenting under posts to correct disinformation (Opgenhaffen, 2025), showed overall
the strongest effects for reducing belief in a false claim. We found this again in an
immigration disinformation context, this time focusing on the issue of allocation of social
housing in the Netherlands. In this study, we also found that it may be fruitful to not only
factually correct false claims, but also address potential intent behind it, as participants
who had strong anti-migrant attitudes found the post less credible when receiving such a
contextual intervention (Weikmann et al., n.d. b).

Overall, our findings underscore that there is no simple solution to combating Al-powered
disinformation, and that one-size-fits-all interventions are unlikely to be effective. This is
also in line with the perceptions of EDMO experts who work on mitigating Al-driven
disinformation. Our survey amongst professionals reveals that they believe that more than
one intervention is needed (Weikmann et al., 2026b). Fact-checkers, for instance, highlight
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that platforms are for an important part responsible, while researchers highlight the

crucial role of media literacy. Moreover, the extent to which certain measures reduce
citizens’ belief in false or misleading content depends not only on the specific claim being
presented, but also on individuals’ pre-existing beliefs and attitudes toward the issue in
question. Simultaneously, platform-based interventions face important practical
limitations. For instance, citizen-based approaches such as community notes rely on lay
participation, which may be error-prone, biased, and susceptible to misinformation. They
also often depend on referenced fact-checking articles, and should not be considered a
replacement of traditional fact-checking, but rather a complementary tool - even though
Meta has famously ended their partnerships with fact-checking organizations in the US.
Moreover, Al-labels are not consistently applied, and do not address potential
disinformation in practice - they only indicate whether content has been Al-generated or
not. Ultimately, platforms bear much of the responsibility for intervening and labelling,
but opaque practices and hard-to-evaluate mitigation measures make it difficult to hold
them accountable (Weikmann et al., 2026a).

Given the partially hopeful but also mixed findings on different approaches, we should
note that much of the existing evidence is restricted to artificial survey contexts and
mainly based on immediate effects of exposure to interventions. The reality of the
disinformation landscape is substantially more complicated. In high-choice information
environments, people may selectively avoid literacy or corrective messages: These may
not stand out as compared to the false information it intends to correct. Another
substantial barrier is that experimental evidence and other studies illustrate a demand
effect: People first see an intervention that tells them what to do to comply and then must
fulfil a related task that tests these instructions. Therefore, the positive effect of
interventions found in studies may not be replicated in real life settings where there is no
clear instruction about a set task that is connected to the intervention.

Insights from the BENEDMO consortium

The BENEDMO network brings together a diverse group of disinformation experts who
work on different facets of the problem and face growing challenges in their daily practice
(Wouters et al., 2026). In this third part of the white paper, we present expert perspectives
from the BENEDMO consortium on the role of Al in the verification ecosystem. Overall,
their observations and assessments broadly align with the conclusions we draw from
academic research.
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Media literacy expert Zara Mommerency (Mediawijs) focuses on the societal and
educational dimensions of Al. She notes, in line with academic research, a growing general
distrust of information that is reinforced by the rise of Al. Citizens’ responses, she
observes, are often both curious and resistant, as many lack the skills to fully understand

Al’s risks and opportunities. To address

. . “We see both curiasity and resistance towards
thIS, Mommerency calls for sustained Al often because people are not yvet fully
investment in critical media and Al literacy aware of its opportunities and risks. Media
ard Af [iteracy are therefore essential: people
meed the knowledge and skills ta critically and
not only know how to use Al tools, but can confidently engage with these (new)
technologies, without being left behind by
ragid technological change, At the same time,

Al-mediated information. As Al becomes we notice a growing distrust towards onfine

infarmation in general. As Al-generated

across all ages and sectors, so that citizens
also question, interpret, and evaluate

ever more embedded in people’s everyday R
cantent becomes harder to i.rrSEI.'1Q-:.'|'S.'II ram

“VGS, wo rk, and commu nication, learni ng reliable sources, some people become
skeptical mot only of misleading content, but
also of trustworthy journalism and verified
W|ll be essential. In |t|at|VeS Su Ch as the |'_--|_I".:-_|.--|7-.-r.-r_-r_ur:J wiich feads to -;'_,.-'.n.‘r|'5m ong

upcoming Al Act will ideally provide clearer confusion.” - Zara Mommerency

safeguards and accountability, helping K
people feel that they are not left alone to

to engage with it critically and responsibly

navigate the impact of Al on their own.

Moreover, Al is reshaping the media sector, as
“Al offects our work both in terms of . . .
Al-generated disinfarmation and in terms of underscored by Luc van Bakel (Editor-in-Chief,

editorial work. On the one hand, we are seeing VRT NWS) He h|gh[|ghts how Al direct[y affects
on increase in Al-generated disinformation, On
the other hond, maore tools thot utilize Al are

becoming available, and there is also the proliferation of Al-generated disinformation,

brooder question of how Al is baing integrated

newsroom practice, in part due to the rapid

) o _ which is also visible in platform monitoring
into general editorial operations and how

media brands position themselves in a rapidly tools such as the CampAlgnTracker. At the

changing environment.” - Luc van Balel same time, there are still very few reliable
;/ / instruments for detecting Al-generated
content: Google SynthlID is one of the only tools

currently available, yet its capabilities remain limited - a challenge for journalists that also

emerged in the BENEDMO expert survey (Weikmann et al., 2025). From this vantage point,
the most urgent needs are structural: a stronger regulatory framework for large social
media platforms, more reliable and scalable tools for detecting Al-generated content, and
faster systems for monitoring what circulates online.
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Naturally, Al-powered disinformation also reshapes disinformation detection and

fact-checking practices. Guy De Pauw, CEO and co-founder of artificial-intelligence
company Textgain, approaches disinformation detection through computational text
“We believe Al itself can {and should be) analysis. He argues that Al is necessary to cope

deployed ta handle the mossive scale at which with the sheer volume of prob[ematic content
bad octors can now operate, We simply cannot
afford not to develop Al ta counteract what's

coming at us in the years ahead.” - Guy De Pauw generative Al. He also emphasizes that a

spreading online through the possibilities of

human in the loop remains crucial and that
there is no fully automated “fact-checking
machine”. Similarly, digital journalism scholar and member of factcheck.vlaanderen

Michaél Opgenhaffen sees Al as an opportunity to
. . "One area where [ sea significant
make fact-checking more accessible, adaptable, and potentiol is the use of Al to make

effective. While he acknowledges that Al presents fact-checking more accessible ond
impactful, Al can kelp transiate
fact-checks into different
highlights its potential to help fact-checkers translate languages, adapt them for
different oudiences, and
repockoge them far various

it across multiple platforms, thereby expanding the platforms and formats, This
allows fact-checkers to reach
more peaple with reliobla

both opportunities and challenges for journalism, he
content, tailor it to different audiences, and distribute

reach of verified information. At the same time, he

emphasizes the importance of maintaining information withaut

established verification standards and remaining compromising the accuracy of the
. X . X original verification work.”

flexible in response to rapid technological change. - Michagl Opgenhaffen

Rather than focusing on predicting future
developments, he argues that the priority should be
building resilient institutions and professionals capable of evolving alongside Al.

Conclusion

Building on the insights from state-of-the-art academic research, our own findings from
the BENEDMO hub, and professional insights from the BENEDMO consortium, we conclude
that Al has not fundamentally altered the underlying logic of disinformation, but it has
transformed its scale, speed, and accessibility, and in doing so it reshapes how citizens,
institutions, and information systems relate to evidence and truth. Current research shows
that deepfakes and Al-generated content are not consistently more persuasive than
traditional forms of disinformation, yet the rapid democratization of generative tools,
embedded in everyday platforms and communication practices, means that deceptive
content can be produced and disseminated more easily, more cheaply, and by a wider
range of actors. Monitoring efforts such as the CampAlgn Tracker and the experiences of
fact-checkers already signal a growing presence of Al-generated images and narratives in
high-stakes contexts such as elections, particularly around polarizing topics. The most
consequential impact of Al may therefore be less about single pieces of content and more
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about epistemic consequences: the erosion of trust in authentic visual evidence.

Counterstrategies offer only partial relief. Pre-bunking and literacy interventions can
increase people’s ability to detect Al-generated content and bolster self-perceived Al
literacy, but they also risk reinforcing over-skepticism and information nihilism.
Platform-based measures - e.g., Al labels, fact-check flags or community notes - show
limited and often issue-dependent effects on credibility and belief in false claims, as
shown by experimental evidence from the BENEDMO lab. Meanwhile, journalists and
verification professionals operate in a structurally unfavourable environment: tools for
reliably detecting Al-generated content remain immature, access to platform data is
restricted, and regulatory frameworks are still catching up. Overall, the evidence suggests
that there is no single technical or communicative fix. Effective mitigation will

require layered, adaptive strategies that combine platform accountability and
regulation, investment in robust and up-to-date verification capacities, and sustained,
age-spanning media and Al literacy that fosters critical engagement without drifting into
cynicism. At the same time, research must close the gap with practice by systematically
tracking the prevalence and evolution of Al-powered disinformation across platforms,
examining long-term effects on trust and democratic resilience, and evaluating
interventions in realistic, high-choice media environments. In sum, Al-driven
disinformation should be treated not as a temporary anomaly, but as a structural
condition of contemporary information ecologies that demands continuous monitoring,
experimentation, and institutional learning.
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